COMP 2130 Introduction to Computer Systems
Seminar 1: Small Lecture on Linux/UNIX

1. General

· Multi-user system for professionals as well as plain users

· Hierarchical tree-like file system, starting from the root directory (/)

· Each user has his/her own home directory (~)

· E.g., the home directory of mlee on cs.tru.ca is

· /home2/mlee/ or  ~mlee

· Only a super user (or called system administrator in Windows), called root, can change any system information

· Each user belongs to a group

· /etc/shadow

· User account information with encrypted password

· Non-readable to ordinary users

· /etc/passwd

· User account information without encrypted password

· User account, user id, group id, real name, home directory, shell type, …

· Readable to ordinary users

· /etc/group

· Group information

· Readable to ordinary users

2. When you login

· CLI (Command Line Interface)

· init process

· The first process in a system

· getty process

· Invoked by init

· Process login procedure

· Get user account and password from the user

· Encode the password, and compare it with the one stored in /etc/shadow

· Create a virtual terminal

· Create shell process on the virtual terminal

· shell process

· Invoked by getty

· Command interpreter like Windows command shell – e.g., bash

· At the beginning, some script files are executed.

· /etc/profile

for system wide environments

· /etc/bash

for system wide functions and aliases

· ~/.bash_profile

for individual environments

· ~/.bashrc

for individual setup

· ~/.bash_login

· ~/.profile

· The current working directory is set to the home directory

· Read commands and execute them

· Until exit or logout

· At the end, 

· ~/.bash_logout

· GUI (Graphical User Interface)

· Similar jobs are proceeded

3. File system

· Multi-user system, not like Windows systems?

· Many different type file systems can be mounted – /etc/fstab has the information of file systems.

· Hierarchical tree-like structure, starting from the root directory /

· Types

· Directory, not folder

· A special file that contains files and directories

· File 

· No difference for data, text, and executable files

· There is no file extension (any extension after ‘.’ has no meaning to the operating system.)

· Hidden files start with ‘.’: not to be listed at browsing directories

· Special directories

· /
The topmost directory called root

· ~
Home directory; e.g., ~, ~mlee

· .
Current working directory

· ..
Parent directory, i.e., one upper level directory; e.g., $ cd  ..

· Directory and file attributes

· $ ls  –l  ~root
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· 10 attributes: directory or not, readable, writable, executable, …

· For ordinary files

· Readable

· Writable

· Executable

· Can execute; how to execute? e.g., $  ./install.log

· Do not have to be a machine code file; script files can be executed

Example – install.log in the above diagram

	
	Readable
	Writeable
	Executable

	User
	r
	w
	-

	Group
	r
	-
	-

	Other
	r
	-
	-


· For directories

· Readable: You can list files under the directory

· Writeable: You can create files under the directory

· Executable: You can move the current working directory to the directory

Example – Tmp in the above diagram

	
	Readable
	Writeable
	Executable

	User
	r
	w
	x

	Group
	r
	-
	x

	Other
	r
	-
	x


4. Remote access from Windows systems

· CLI (Command Line based user Interface)

· SSH

i. You could use a free implementation of SSH, called PuTTY and PSFTP. For downloading the Windows installer, http://www.chiark.greenend.org.uk/~sgtatham/putty/
ii. Connect to cs.tru.ca with your account or guest account.

iii. What do you see?

iv. We do not use the default port number 22. We use 424 for some security issues. Remember that some applications are not much friendly. E.g., you need to use –P option for PSFTP to change the port number. How to use the open on the command window or to add the option on the shortcut?
v. You may use WinSCP (http://winscp.net/eng/index.php) instead of PSFTP.
· GUI (Graphical User Interface)

· Based on X window system – different from MS Windows

5. Homework

· Connect to Cs system (cs.tru.ca; 198.162.21.132), and login to Cs with your own id. After you connect to Cs, you need to change your password using passwd command. If you cannot login with your id, then use guest with the password zither (do not change the password of guest) and later, send me an e-mail to request your account on Cs. The next section lists some basic and useful commands on UNIX/Linux systems. Please practice them and make yourself familiar with them. Cs system is accessible through the Internet with its domain name cs.tru.ca or its IP address 198.162.21.132. Telnet is blocked to Cs because telnet service is vulnerable to attacks of crackers. 

· Practice text editors, nano and vi

· For the last, try to find the following information using some commands in the next section:

· Full path of your home directory

· List of hidden files under your home directory

· Your user id and group id, names together

· Hard disk size

· Main memory size

· Mounted file systems

· PATH information

· Process id of init process

· Process id of your bash

· Create a directory under your home directory

· Move to the directory

· Create a file, containing “Welcome to Linux!”

· Copy the file to another name

· Size of the file

· List the file attribute information of the file

· Delete the file

· Move to the parent directory

· Rename the directory that you created

· Remove the directory with all files under the directory

· You don’t have to hand in the lab report. However, you may see a few simple questions about this homework in the first midterm test.

6. Useful commands: CLI (Command Line Interface)

Syntax: command [options] [arguments]

$ any_command --help 
shows some brief explanations about options.

· man  

format and display on-line manual pages

· info

read info documents

· cd 

change current working directory

· ls 
  
list directory contents

· cp 
  
copy files and directories

· mv

move files and directories

· mkdir

make directories

· rm 

remove file(s) or directory(s)

· pwd 

print name of current/working directory

· chmod

change file access permissions

· cat

concatenate files and print on the standard output

· more

file perusal filter for crt viewing

· gcc

GNU c/c++ compiler

· javac/java
Java compiler and interpreter

· ps

report process status

· echo

display a line of text

· w

show who is logged on and what they are doing

· talk

talk to another user

· telnet

user interface to the TELNET protocol

· ftp

ARPANET file transfer program

· startx

initialize an X session

· date

· time

· passwd

change password

· df

report filesystem disk space usage

· free

display information about free and used memory on the system

· uname

print system information

· mount

mount a file system

Some shell commands:

· logout

exit from the system

· exit

exit from the shell

· set

set or display environment variables

· jobs

list all jobs running or being suspended

· ^Z

suspend running process

· %#

resume suspended process of #

· bg

resume the suspended process in background

· fg %#

resume the process in foreground

· ^C

abort running process

· ^S

suspend i/o of running process

· ^Q

resume i/o of running process

Some text editors:

· nano

plain text editor, friendlier

· vi

another plain text editor, old timer, but very powerful

· usage:

vi [filename], for example, vi test
· h, j, k, l

move cursor to left, down, up and right

· I 

insert characters at the first of the line until ESC

· i 

insert characters before the cursor until ESC

· A 

append characters at the end of the line until ESC

· a 

append characters after the cursor until ESC

· O 

open a new line at the above of the cursor and insert characters until ESC

· o 

open a new line at the below of the cursor and insert characters until ESC

· cw 

change word

· r

replace a character

· dd 

delete line

· x 

delete a character

· yy

copy line

· p

paste line

· ZZ

exit “vi”

· :q!

exit without save

· :w

save

· :w filename
save to the other file

7. DOS vs. UNIX/Linux Command List

	Command Purpose
	DOS
(command window)
	UNIX/Linux

	Change file attributes
	attrib
	chmod

	Clear screen
	cls
	clear

	Common system editor
	edit
	vi or nano (nano is friendlier)

	Controlled file display
	more
	more or less (less - advanced control)

	Copies files
	copy
	cp –i   (-i – interactive prompt)

	Delete files and subdirectories
	deltree
	rm –r

	Dir: Change to a directory
	cd or chdir
	cd

	Dir: Display current directory
	cd
	pwd

	Dir: Make a directory
	md or mkdir
	mkdir

	Dir: Remove a directory
	rd or rmdir
	rmdir

	Directory listing
	dir
	ls

	Display an ASCII file
	yype
	cat

	Display command help
	command /?
	command --help  or  man command

	Display disk space
	chkdsk
	df

	Display disk usage
	
	du

	Display environment vars.
	set
	printenv

	Display memory usage
	mem
	free –t

	Display/set date-time
	date
	date

	Echo string to console
	echo
	echo

	Erase files
	del or erase
	rm –i (-i – interactive prompt)

	Exit prompt window / logout
	exit
	exit

	Format a DOS diskette
	format
	mke2fs or mformat

	Moves files
	move
	mv –i (-i – interactive prompt)

	Partition management
	fdisk
	fdisk or cfdisk

	Rename file
	ren
	mv


8. References

(Note: The next links could be wrong. However, you can search so many materials about Linux.)

· Getting Started with Linux

· http://www.linux.org/lessons/beginner/
· Linux document project: http://tldp.org/
· User’s Guide

· System Administrator’s Guide

· Kernel Internals

· Network Administrator’s Guide

· http://cs.tru.ca/~mlee/Software/c213_Linux_Tutorial.doc


