COMP 327 Computer Networks

Final Examination

(Total 82 marks)

Notes: For full marks, you ought to use correct units, e.g., Hz, KHz, frames/sec, bps and so on, in the following questions.
1. The attenuation of a signal is -10 dB. What is the final signal power if it was originally 10 W? (Note 
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)  (2 marks)

2. We transfer a 6 M byte message through a network with the bandwidth of 400 Kbps, using the Go-back-N ARQ protocol. The sender window size is 4, and the receiver sends ACK for each data frame. Each data frame carries 2,000 bits of data. Assume that the distance between the sender and the receiver is 2,400 km and the signal travels at 2.4 x 108 m/s.  (10 marks)

a) What is the propagation time for each data frame? (Depending on signal speed)
b) What is the transmission time for each data frame? (Depending on data rate)
c) What is the bandwidth-delay product? (You need to consider of the round trip time.)

d) What is the utilization rate?

e) How long does it take to send the entire message? (Ignore transmission, waiting, and processing delays. Consider only the propagation time. We assume no data or control frame is lost or damaged.)
3. We need to send data at a 1 Mbps rate. What is the minimum required bandwidth, using a combination of 4B/5B and NRZ? (Note that NRZ, NRZ-L have NRZ-I have an average signal rate of N/2 bandwidth.)  (2 marks)

4. 4 channels, 2 with a bit rate of 200 Kbps and 2 with a bit rate of 150 Kbps, are to be multiplexed using TDM with 1 synchronization bit. Answer the following questions:  (8 marks)
a) What is the multiplexing unit for each input channel?

b) What is the size of a frame in bits?

c) What is the frame rate?

d) What is the data rate?
5. Explain how redundancy is used in error detection.  (2 marks)

6. Define the three different types of framing.  (2 marks)
7. We have a channel with a 4 MHz bandwidth. The SNR for this channel is 130. What are the appropriate signal level and bit rate? (C = B log2(1+SNR); R = 2 B log2L)  (6 marks)

8. We want to digitize the human voice of frequency 0 Hz – 4000 Hz. What is the bit rate, assuming 128 bits per sample and the sampling rate of 8 times of the highest frequency?  (4 marks)

9. Explain the IP packet forwarding mechanism in the network layer at a router.  (4 marks)
10. Assuming CRC error checking algorithm, given the dataword 11001001 and the divisor 1101, show the generation of the codeword at the sender site, and the codeword.  (4 marks)

11. In Stop-and Wait ARQ, explain the event that cases the following transition labelled A. The first number in each state means the value of S at the sender site, and the second number means the value of R at the receiver site.  (2 marks)
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12. In Selective-Repeat ARQ, the sender has the sliding window over frames 1, 2, 3, 4, 5, 6 and 7. The sequence numbers are from 0 to 9. The sender sent frames 3, 4, 5 and 6, and received ACK 5. List all the frames that the sender can send without waiting the next ACK.  (2 marks)
13. List two advantages of using VLAN.  (2 marks)
14. Change an IPv4 address 198.162.21.132 from dotted-decimal notation to binary notation.  (2 marks)
15. An ISP is granted a block of address that includes 190.100.213.98/14. The ISP needs to distribute these addresses to three groups of customers as follows:
· The first group has 64 customers; each needs 256 addresses.

· The second group has 64 customers; each needs 128 addresses.

· The third group has 128 customers; each needs 64 addresses.

a) What is the address of the whole address block?  (1 mark)
b) List the addresses of the sub-blocks in the way that the biggest continuous address block is left for the future use.  (5 marks)
20. Which protocols do ARP and DHCP use?  (2 marks)
21. Is it possible to use a DHCP server system located in other physical LAN segment that is connected through a router? Justify your answer.  (2 marks)
22. In an IPv4 packet, the value of HLEN is 1100 in binary and the value of total length is 0x89B0. 

a) How many bytes of option are being carried by this packet?  (2 marks)

b) How many bytes of data are being carried by this packet?  (2 marks)
23. List all the fields in an IPv4 packet are changed by all the routers on the path from the sender to the receiver.  (2 marks)
24. Explain how the traceroute program works.  (4 marks)
25. Here is the routing table at a router.

	Destination
	Mask
	Next hop

	128.0.0.0
	/6
	A

	128.34.0.0
	/16
	B

	128.34.12.0
	/22
	C

	128.34.12.54
	/32
	D

	0.0.0.0
	/0
	E



Assuming the longest prefix match first, decide the next hop when the router receives an IP packet with the following addresses for the destination IP address. (Assume there is no source routing option in packets.)  (4 marks)

a) 128.30.1.23

b) 128.32.12.23 

c) 128.34.12.54

d) 128.34.168.22

28. Here is a port address translation table in a NAT gateway for a private network of 172.18.0.0/16. 

	Private address
	Private port
	External address
	Internal port
	External port
	Transport protocol

	172.18.3.1
	2500
	198.162.3.2
	2345
	80
	TCP

	172.18.4.2
	2500
	198.162.3.3
	4567
	20
	UDP

	172.18.5.3
	2500
	198.162.3.3
	4567
	20
	TCP

	172.18.6.4
	3600
	198.162.3.3
	5678
	22
	TCP


After the NAT gateway receives an IP packet from inside with the destination IP address 198.162.3.3 and the destination TCP port 22, the NAT gateway sends the packet to the destination host outside after the gateway translates the packet. List the destination IP address, the source IP address, the destination port and the source port in the packet that is forwarded to the destination host from the gateway.  (2 marks)

29. The distance vector routing algorithm is running on a network. On the network, a router A contains the following routing information.

	Network
	cost
	next

	N1
	8
	E

	N2
	4
	D

	N3
	3
	C

	N4
	3
	B


Assuming the cost to C from A is 2, draw the updated routing information on A after it receives the following routing information from its neighbor router C.  (4 marks)

	Network
	cost

	N2
	1

	N3
	2

	N4
	2


// raw questions

16. In a (  ) routing entry in the routing table, the netmask is /24.  (1 mark)

(a) Netmask specific
(b) Network specific

(c) Host specific

(d) Default

17. What are the main responsibilities, i.e., the types of delivery, in the following layers?  (2 marks)

(a) Physical

(b) Transport

(c) Data link

(d) Network
18. Data communication between a computer and a mouse involves (  ) transmission.  (1 mark)

(a) Simplex

(b) Half-duplex

(c) Full-duplex

(d) Automatic

19. When data are transmitted from device A to device B, the packet header from A’s transport layer is read by B’s (  ) layer.  (1 mark)

(a) Data link

(b) Transport

(c) Application

(d) Network

20. If the bandwidth of a signal is 20 KHz and the lowest frequency is 97 KHz, what is the middle frequency?   (1 mark)

(a) 117 KHz

(b) 107 KHz

(c) 97 KHz

(d) 87 KHz

21. What is an internet? What is the Internet?  (2 marks)
22. Why are protocols needed?  (2 marks)
23. Performance is inversely related to delay. When you use the Internet, which of the following applications are more sensitive to delay? Sending an email; Copying a file; Surfing the Internet; Listening to a music.  (1 mark)
24. Match the following to one or more layers of the Internet model.  (2 marks)
a) Route determination

b) Error detection and retransmission

c) Log-in and log-out procedures

d) Carrying frames between adjacent modes

25. Given the following periods, calculated the corresponding frequencies.  (1 mark)
a) 25 (s

b) 400 ns

26. The attenuation of a signal is -10 dB. What is the final signal power if it was originally 10W? (Note 
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27. A network with bandwidth of 10 Mbps can pass only an average of 12,000 frames per minute with each frame carrying an average of 10,000 bits. What is the throughput of this network?  (3 marks)
28. We transfer a 6 M byte message through a network with the bandwidth of 200 Kbps. Assume that the distance between the sender and the receiver is 2,400 km and the light travels at 2.4 x 108 m/s.  (10 marks)
f) What is the propagation time?

g) What is the transmission time

h) Assuming no queuing time and processing time, what is the total latency (delay)? 
i) What is the bandwidth-delay product? (Do not consider of the round trip time.)

j) How many bits can be filled maximum in between the sender and the receiver?
29. Assume we need to download 16 screens per second. The resolution of the screen is 800 x 600 and the depth of each pixel is 2 bytes. What is the required bit rate of the channel?  (10 marks)
30. We need to send data at a 1 Mbps rate. What is the minimum required bandwidth, using a combination of 4B/5B and NRZ? (Note that NRZ, NRZ-L have NRZ-I have an average signal rate of N/2 bandwidth.)  (2 marks)
31. Define a DC component and its effect on digital transmission.  (2 marks)
32. An analog signal has a bit rate of 8000 bps and a baud rate of 1000 baud per second. How many bits are carried by each signal element? How many signal elements do we need?  (2 marks)
33. Which of the four digital-to-analog conversion techniques (ASK, FSP, PSK or QAM) is the most susceptible to noise? Defend your answer.  (2 marks)
34. A cable company uses one of the cable TV channels (with a bandwidth of 6 MHz) to provide digital communication for each resident. What is the maximum available data rate for each resident if the company uses a 64-QAM technique?  (2 marks)
35. 5 channels, each with a 100 KHz bandwidth, are to be multiplexed together. What is the minimum bandwidth of the like if there is a need for a guard band of 10 KHz between the channels to prevent interference?  (2 marks)
36. 4 data channels (digital), each transmitting at 1 Mbps, use a satellite channel of 1 MHz. Design an appropriate configuration, using FCM.  (4 marks)
37. The AMPS uses two bands. The first band of 824 to 849 MHz is used for sending, and 869 to 894 MHz is used for receiving. Each user has a bandwidth of 30 KHz in each direction. The 3 KHz voice is modulated using FM, creating 30 KHz of modulated signal. How many people can use their cellular phones simultaneously?  (2 marks)
38. Four channels, two with a bit rate of 200 Kbps and two with a bit rate of 150 Kbps, are to be multiplexed using TDM with 1 synchronization bit. Answer the following questions:  (6 marks)
e) What is the size of a frame in bits?

f) What is the frame rate?

g) What is the data rate?
39. Discuss the concept of redundancy in error detection.  (2 marks)
40. Define the three different types of framing.  (2 marks)
41. We have a channel with a 4 MHz bandwidth. The SNR for this channel is 130. What are the appropriate bit rate and signal level? (C = B log2(1+SNR); R = 2 B log2L)  (6 marks)
42. We want to digitize the human voice of frequency 40 Hz – 4000 Hz. What is the bit rate, assuming 128 bits per sample and the sampling rate of eight times of the highest frequency?  (4 marks)
43. Draw the graphs of NRZ, NRZ-L, Differential-Manchester and AMI scheme for 10100110.  (10 marks)
44. A corporation has a medium with a 2-MHz bandwidth. The corporation needs to create 10 separate independent channels each capable of sending at least 40 Mbps. The company has decided to use QAM technology. We assume there is no guard band.  (4 marks)
a) What kind of QAM has to be used?

b) What is the baud rate for each channel?

45. Explain the IP packet forwarding mechanism in the network layer at a router.  (4 marks)
46. Given the dataword 11001001 and the divisor 1101, show the generation of the codeword at the sender site, and the codeword.  (4 marks)
47. A sender needs to send the four data items 0x3456, 0xDCBA, 0xA987 and 0xEEEE. Find the checksum at the sender site.  (4 marks)
48. In Stop-and Wait ARQ, explain the events that cases the following transition labelled A. The first number in each state means the value of S at the sender site, and the second number means the value of R at the receiver site.  (2 marks)
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49. A system uses the Go-back-N ARQ protocol. The distance between the sender and receiver is 1,000 Km and the propagation speed is 200,000 Km. The sender window size is 2. The receiver sends ACK for each data frame. Each data frame carries 2000 bits of data.

a) (4 marks) What is the bandwidth-delay product, assuming 1 Mbps transmission rate?

b) (3 marks) What is the utilization rate, assuming 1 Mbps transmission rate?

c) (3 marks) How long does it take to send 8 million bytes of data? (Ignore transmission, waiting, and processing delays. We assume no data or control frame is lost or damaged.)
50. (5 marks) In Selective-Repeat ARQ, the sender has the sliding window over frames 2, 3, 4, 5, 6 and 7. The sender sent frames 2, 3, 4 and 5, and received ACK 4. Explain the actions that the sender takes, with justification.
51. (6 marks) Explain how CSMA/CD protocol works.
52. A network with one primary and four secondary stations uses polling. The size of a data frame is 1000 bytes. The size of the poll, ACK and NAK frames are 32 bytes each. Each station has 5 frames to send How many total bytes are exchanged if there is no limitation on the number of frames a station can send in response to a poll?
53. (4 marks) How does a VLAN provide extra security for a network?
54. What are the advantages of dividing an Ethernet LAN with a bridge?
55. List two advantages of using VLAN.
56. Change IPv4 address 198.162.21.132 from dotted-decimal notation to binary notation.
57. Change IPv4 address 01101111 0011100 00101101 00000111 from binary notation to dotted-decimal notation.
58. An ISP is granted a block of address having 190.100.213.98/18. What is the base address of the address block?
59. An ISP is granted a block of address having 190.100.213.98/14. The ISP needs to distribute these addresses to three groups of customers as follows:
· The first group has 64 customers; each needs 256 addresses.

· The second group has 128 customers; each needs 128 addresses.

· The third group has 128 customers; each needs 64 addresses.

c) What is the base address of the whole address block?

d) Design the sub-blocks in the way that the biggest continuous address block is left for the future use.
45. Which protocols do ARP and DHCP use?

46. Is it possible to use a DHCP server system located in other physical LAN segment that is connected through a router? Justify your answer.

47. In an IPv4 packet, the value of HLEN is 1000 in binary. How many bytes of options are being carried by this packet?

48. Which fields in an IPv4 packet are changed by all the routers on the path from the sender to the receiver?

49. Explain how the traceroute program works.
50. A link can pass frequencies between 5 MHz and 7 MHz, and SNR (Signal to Noise Ratio) for this link is 31. (Shannon formula: C = B log2 (1+SNR), Nyquist formula: Bitrate = 2 B log2 L, where n = log2 2n)  (2 marks)
a) What is the maximum capacity of the link?

b) How many signal levels will be needed to use the maximum capacity?

51. It is desired to send video streams (sequences of computer screen images) from A to B over an analog transmission link. Each video stream is used to transfer 16 screen images per second, where the screen is 400 × 500 pixels and each pixel uses 8 bits.   A 4-QAM signal is used to transmit each video stream.  (5 marks)

a) What is the data rate of a video stream?

b) What is the minimum bandwidth needed to transmit a video stream? 

c) When the above 4-QAM signal uses a carrier signal of 103 MHz, can the signal faithfully pass through a link that can pass frequencies from 95 MHz to 105 MHz? Justify your answer. 

d) The average delay over a link to transmit a video stream is 5 ms. A transmits 80000 screen images to B through the video stream over the link. How long would it take to transmit all screen images entirely to B since the transmission starts at A?

e) When 2000 KHz is used for guard bandwidth, how many maximum video streams can a link of bandwidth 100 MHz transfer?

52. A link of 50 MHz is used to carry several channels, using FDM. Each channel uses 5 MHz and a guard band between two channels uses 200 KHz. Each channel is used to carry four 400 Kbps inputs using TDM of a time slot of 2 bits. 1 synchronization bit is added to each frame.  (4 marks)

a) How many channels could be carried over the link? 

b) What is the frame rate of each channel?

c) What is the data rate of each channel?

d) What is the total data rate of the link?

53. In Selective-Repeat ARQ, the receiver has the sliding window over frames 2, 3, 4, 5, 6, 7 and 8. The frames 3, 4 and 6 arrived at the receiver, but not the others. What ACK number will the receiver send when it receives the frame 7?  (1 mark)
54. Here is the routing table at a router.

	Destination
	Mask
	Next hop

	128.0.0.0
	255.0.0.0
	E

	128.34.0.0
	255.255.0.0
	D

	128.34.12.0
	255.255.255.0
	C

	128.34.12.54
	255.255.255.255
	B

	0.0.0.0
	0.0.0.0
	A



Decide the next hop when the router receives an IP packet with the following addresses for the destination IP address. (Assume there is no source routing option in packets and the longest match is used when there are several matches for the same routing method.)  (4 marks)

e) 128.30.1.23

f) 128.32.12.23 

g) 128.34.12.54

h) 128.34.168.22

55. Here is a port address translation table in a NAT gateway for a private network of 172.18.0.0/16. 

	Private address
	Private port
	External address
	Internal port
	External port
	Transport protocol

	172.18.3.1
	2500
	198.162.3.2
	2345
	80
	TCP

	172.18.3.2
	2500
	198.162.3.3
	4567
	20
	UDP

	172.18.3.3
	2500
	198.162.3.3
	4567
	20
	TCP

	172.18.3.4
	3600
	198.162.3.3
	5678
	22
	TCP


After the NAT gateway receives an IP packet from inside with the destination IP address 198.162.3.3 and the destination TCP port 20, the NAT gateway sends the packet to the destination host outside after the gateway translates the packet. List the destination IP address, the source IP address, the destination port and the source port in the packet forwarded to the destination host from the gateway.  (2 marks)

56. Two computers A and B in the same Ethernet broadcast LAN were accidentally assigned the same hardware address and the same IP address in the IP network over the LAN. Another computer C is located on other IP network. Can A and B successfully communicate with C at the different time, e.g., today and tomorrow respectively, while the other computer is also on? Justify your answer.  (2 marks)
57. In a Stop-and-Wait ARQ system, the bandwidth of the line is 1.5 Mbps, and 1 bit takes 10 ms to make a round trip.  (2 marks)

a) What is the bandwidth-delay product (= bandwidth x round trip time)? 
b) If the system data frames are 500 bytes in length, what is the utilization percentage of the link?
58. Answer the following questions.  (2 marks)
a) What type of line configuration (not physical topology) in terms of computers is used in CANLAB? 

b) Can a computer in BTACS lab initiate communication to a computer (not Cs, Radius, Liver) in CANLAB, assuming no change of the current networking information? Justify your answer.

59. In digital transmission,  (3 marks)

a) List three problems induced by long bit 0’s or 1’s.
i. Not marked 

b) In order to solve the above problems, Manchester and differential Manchester encoding methods were developed. However, those two encoding methods induce another problem. Explain the problem briefly. 

c) Block coding is used to lessen the problem in (B). When we use 8B/10B block coding, what fraction of the total transmission is used for original information?

60. The distance vector routing algorithm is running on a network. On the network, a router A contains the following routing information.

	Network
	hop
	next

	N1
	8
	A

	N2
	4
	C

	N3
	3
	C

	N4
	3
	B


Assuming the cost to C from A is 1, draw the updated routing information on A after it receives the following routing information from its neighbor router C. (2 marks)

	Network
	hop

	N2
	4

	N3
	2

	N5
	7


61. IP packets could wander around forever on the Internet if wrong routing information was set on routers.  (3 marks) 

a) Explain how a router removes such IP packets.

b) When a router removes such an IP packet, it sends an IP packet encapsulating an ICMP error message to the source host. Explain how to use the error message to implement traceroute (also called tracert) tool that traces a path of addresses of intermediate routers between a source host and a destination host.
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